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CYBERSECURITY
SOLUTIONS &

SERVICES

Presented by Orblogic




ABOUT ORBLOGIC

Innovative provider of Al-driven business
and cybersecurity solutions.

Leading provider of Al-powered
business solutions.
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G.‘ Who We Are

@ NTecfor SR ET: Empowerlng busmessgs with intelligent
automation and security.

@ o 58 We S HR, E-Commerce, Finance, Healthcare,
L=y ndustries We serve | 4nd Customer Support.



CYBERSECURITY SERVICES
OVERVIEW

Cloud Security Architecture (Azure,
AWS, GCP)
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Zero-Trust Architecture & Privileged
Access Management (PAM/PIM)
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Disaster Recovery & Business
Continuity Planning

Threat Modeling (STRIDE, IriusRisk,
MS Threat Modeler)
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SIEM Integration (Azure Sentinel,
Splunk), Security Scanning (Wiz,
Tenable)
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KEY SOLUTIONS WE PROVIDE
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Al-Based Detection

Real-Time Monitoring
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Thales HSM - -

HashiCorp Vault -4 [

- Policy Development

‘- Standard Implementation
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Greenfield Migration

Brownfield Migration



Finance

Cloud infrastructure
for banks like JPMC
and UBS

Retail &
Telecom

Fraud detection,
secure deployment
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CYBERSECURITY USE CASES

Healthcare

Compliance-driven
cloud adoption
(HIPAA, NIST)

Government

Zero-trust adoption,
data protection



OUR COMPETITIVE ADVANTAGE

Proven Success

Track record of success
in industries.

Tailored
Frameworks

Customized security
solutions for each client.
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Cloud Security
Expertise

Multi-cloud platform
security proficiency.

Advanced Al

Cybersecurity powered
by artificial intelligence.



CLOUD SECURITY ARCHITECTURE
EXPERTISE
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Cloud Design &
Implementation

Expertise in
designing and
implementing secure
architectures for
major cloud
platforms like AWS,
Azure, GCP and OCI.
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Secure
Architectures

Building secure
landing zones,
microservices, and
clustered
architectures to
protect cloud
environments.
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Resilience
Strategies

Implementing high
availability, fault
tolerance, and
disaster recovery
strategies for cloud-
based systems.
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Migration
Expertise
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Security
Frameworks

Industry standard
security frameworks
and guidelines.

Custom
Policies

Tailored policies for
multi-cloud
environments.
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SECURITY CONTROLS & FRAMEWORKS

Zero Trust

Implement zero trust
with PAM/PIM.

Control Types

Directive, Detective,
Preventive, Reactive
Controls.



TOOLS & TECHNOLOGIES USED

Security Scanning @J .

Tenable Nessus -1
|

E'@ Secrets Management

r - HashiCorp Vault
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Rapid7 - !
_ ! r - Azure Key Vault
Wiz - |
_ : ‘. ! r- AWS KMS
DivvyCloud - .
DAST - - Cybersecurity Thales HSM

! - Tools & ~
SAST Tools -- : Technologies v~ @é Threat Modeling
|
|
SIEM :cé: - i—- MS Threat Modeler
|

, r - IriusRisk
Splunk -4 !

! ~- Lucid

Azure Sentinel - -



SAMPLE CLOUD TECH STACK
(AZURE & AWS)
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Azure AWS Integration
Technologies Technologies Technologies
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Azure offers AWS includes
services like AKS, services like EC2,
AD, and Key Vault. EKS, and RDS. These

These provide offer virtual servers,
container Kubernetes, and
orchestration, managed databases.
identity
management, and
secure secret

storage. \ j




Audit support

Readiness and
documentation
assistance

General

1SO27001/2/17/18, CIS
Benchmarks
compliance
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COMPLIANCE & GOVERNANCE

Healthcare

HIPAA compliance

Finance

PCI-DSS, SOX, FedRAMP
compliance



REAL-WORLD PROJECT
IMPLEMENTATIONS

M&T Bank D@’ ~ - @ Microsoft
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Zero-trust - ! : - Secure Azure Landing Zones
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Azure DaaS -1 r - Threat Modeling
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Hashicorp Vault -

Thales HSM - -’ Repal-\_No:Id
] o G ?é Santander

O ! Implementations
Ernst & Youn :
r - Central SIEM via Splunk

|
Multi-app Cloud Migration - - Azure Controls
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~- Data Lakes

Azure AKS Microservices - - 's. AWS Controls



METHODOLOGIES AND DEVOPS
INTEGRATION
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Agile CI/CD Infrastructure Security Containerized
Agile and CI/CD with as Code Embedding Deployment
EllSaLon Infrastructure Security integrated Container
automation using into DevOps deployment using

Terraform etc. practices AKS, EKS, Docker



CYBERSECURITY FOR AISYSTEMS

Al-Powered Threat Detection

Utilizing Al to identify and monitor threats

Securing Al APIs

Ensuring the security of Al application interfaces

Protecting Al Models

Safeguarding Al models from adversarial attacks

Audit Trail and Governance

Implementing governance and audit trails for Al
workloads




SUCCESS STORIES
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Deploy Secure
Landing Zone

Implement robust
cloud security
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© ORBLOGIC

CONTACTUS |

Amta Sajal
Project Manager

9 asajal@orblogic.com

www.orblogic.com

e 23393 Summerstown Place,
Sterling, VA 20166




